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Technology Vision at Southeastern Regional School District 

Technology plays a crucial role in the academic and vocational preparation of students at 
Southeastern Vocational Technical High School. The educational staff recognizes the importance of 
information and communication technologies as essential tools for improving curriculum, instructional 
practices, and assessment strategies. Therefore our vision and goals reflect our belief that we must 
prepare students for the world of work, teach them the skills and attitudes necessary to be successful in 
a dynamic working environment, and provide them with the educational foundation that will inspire 
them to become lifelong learners. 
 
SERSD Technology Goals 

1. Consistent and effective use of school issued 1:1 Chromebook devices in every core academic 
class. 

o We understand that to create a culture where school issued devices are fully utilized by 
all teaching staff we must address the various comfort levels regarding the use of 
technology.  We as a school district see the importance of technological integration in all 
facets of education.  Life outside of school is consistently intertwined with technology, 
and this is only increasing, we want to ensure students view technology as an asset, 
rather than an obstacle.  To help spread the importance of this message, we have a 
technology integration specialist position beginning in the 2017-2018 school year.  This 
person will formulate a technology needs survey that will be used for all staff members, 
gauging their comfort and skill levels with technology.  The goal is to increase both of 
these technology areas so teachers can feel confident when using technology in their 
class.  When a teacher feels comfortable with technology, they will be more apt to use it 
in their classroom, helping to instill the importance of technology as a valuable tool in 
the educational process. 
 

2. Utilize digital collaboration components with SmartBoards and smart devices. 
o Enhance the skill level of staff members with new SmartBoard technologies, making 

sure they are aware of the various features that make it more than just a standard white 
board or digital projection screen.  The technology integration specialist will train 
teachers on the effective use and give examples on how to integrate it into their 
teaching practice. 
 

3. Strive to reduce our environmental waste by relying more on technological media and less on 
printed materials. 

o With the implementation of a 1:1 device structure throughout our district, the need for 
printed materials has been reduced, but usage has not decreased.  Our goal is to use 
this technology to reduce our printed materials by making sure our documents and tools 
are computer based and not paper based.  This will make grading more organized, while 
reducing waste across many facets of the paper and ink supply chain.  We average 
around 2 million printed pages per year.  That is equivalent to 10 tons of paper or 240 
trees.  About 203 thousand gallons of water are used to create these pages, not to 
mention various other resources used to manufacture, ship, and dispose of the paper.  



This switch will require training on how to use technology efficiently and will be 
provided through professional development and our onsite technology support staff. 

 
4. Continue to meet the demands of digital content over the internet by upgrading the wireless 

infrastructure throughout the district. 
o In the summer of FY19, we plan to upgrade our aging wireless infrastructure with new 

WI-FI 802.11ac wave 2 access points throughout the district.  This will help us use the 
full capacity of new devices that are 802.11ac wave 2 compatible, increase reliability & 
speed to our internal network, as well as the World Wide Web.  This project will utilize 
E-rate Category 2 funding as well as local district funding through the technology 
budget. 

 
5. Security enhancements to our network & devices through technology implementations and 

staff trainings. 
o With ransomware, viruses, and hacking becoming more sophisticated, we continue to 

stress security measures.  These measures have always included an up-to-date firewall 
and anti-virus software.  The additional measures needed to keep our networks secure 
are to implement a security trainings, as well as random security tests for our staff 
members.  People are our last line of defense against phishing attacks and network 
breaches.  These trainings will help to ensure our staff members are properly aware of 
potential threats to our network and methods to protect their devices. 
 

6. Create an innovative environment by searching out new technology with applicable uses in 
education and the world at large. 

o We will continue to participate in annual technology events and collaborate with 
technology departments in other school districts. This enables us to investigate what 
technologies are being used elsewhere, search out cutting edge technologies, and see if 
they are applicable for our educational environment.   

 
Roles and Responsibilities 

Overall responsibility for the development of the Technology Plan, the IT Department, and staff 
falls to the Technology Director.  The department also employs an Instructional Technologists 
who provides integration support to classroom teachers and staff.  A Network Specialists has 
overall responsibility for the maintenance and management of the network.  Two Computer 
Technicians provide general computer and telephone support as required. 

Hardware & Software Upgrades 

 Migrate all servers to Windows 2012 R2 
 Move 80% of servers to virtual or cloud environments 
 New DHCP with segmented VLANs 
 Implement Single Sign-on with as many login credentials as possible. 
 Implement new IT ticketing system and procedures 
 Implement IT knowledge base for troubleshooting 
 Implement IT educational integration knowledge base 



 Convert to a web based CO-OP education system 
 Use Business Intelligence tools for continued data analytics reports 
 Annual SmartBoard, Chromebook, and PC upgrades 
 MFD Printer/Scanner installations throughout the school district 

 
 
Privacy, Safety, and Security of Data 

The SERSD computer network is secured by a redundant WatchGuard Firewall, which protects against 
intrusion threats as well as web blocking policies.  All of our servers are physically secured as well as 
being accessible only through administrative login credentials.  The district utilizes Trend Micro anti-
virus software to protect against zero-day threats as well as traditional viruses. We ensure proper 
security safeguards are in place regarding networking and server infrastructure by hiring security 
consultants to test our systems and inform us of best practices to limit security risks. 

Student information data is maintained within the School Brains web-based system.  This data is secured 
through this vendor in accordance with industry best practices. This includes appropriate administrative, 
physical, and technical safeguards to secure data from unauthorized access, disclosure, and use.  

Computer and Network Reliability 

SERSD ensures network reliability and emergency backups by implementing nightly offsite backups of all 
servers through Barracuda Networks, in the case of a system failure or data corruption.  There are spare 
network switches and wireless access points in the event of a device failure.  We also have two separate 
fiber lines, which provide internet for the entire building.  These lines will be able to accommodate the 
additional traffic if the other line fails.   We employ a web based ticketing system to ensure maintenance 
requests are reported and addressed as quickly as possible, to ensure that system downtime is at a 
minimum. 

 
Accessibility of Technology 

All enrolled high school students at Southeastern Regional School District are issued a Chromebook at 
the beginning of their first year.  This 1:1 student device implementation ensures that all students have 
technology that is available throughout any classroom as well as outside of school.  Chromebooks work 
seamlessly with our school email accounts, which are hosted by Google, as well as utilizing the cloud 
based storage system, Google Drive.  Wi-Fi access is available whenever the School District is accessible 
and the availability of public Wi-Fi is available throughout our nine sending communities below: 
 
 
Brockton Brockton Public Library:  

(508-580-7890) 
 

Massasoit Community College Library: 
(508-588-9100) 
 

E. Bridgewater East Bridgewater Public Library:  
(508-378-1616) 
 

Bridgewater State College:  
(508-531-1000) 

Easton Easton Public Library:  
(508-238-2000) 

Stonehill College Library:  
(508-565-1000) 
 

Foxboro Foxborough Public Library:  



(508-543-1245) 
Mansfield Mansfield Public Library: 

(508-261-7380) 
 

Norton Norton Public Library: 
(508-285-0265) 

Wheaton College Library: 
(508-285-7722) 

Sharon Sharon Public Library: 
(781-784-1578) 

 

Stoughton Stoughton Public Library: 
(781-344-2711) 

 

West Bridgewater West Bridgewater Public Library: 
(508-894-1255) 

 

 
 
 
 
 
 
 
 
 
 
 
CIPA Compliance 

 
The Southeastern Regional School District has an enterprise level firewall with web filtering software 
enabled to block access to inappropriate web content when accessed within the district’s managed 
network.   Additionally, students are to abide by the district’s Student Internet Use Policy, Acceptable 
Use Policy & Chromebook Agreement. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



Student Internet Use Policy 

 
Southeastern Regional School District (SERSD) considers use of the Internet and technology to be a 
valuable instructional tool for students. Use of the Internet, as well as the school’s network, allows 
students the opportunity to access valuable educational material on countless diverse topics.   
  
The acceptable use policy applies to the Southeastern network that connects to the Intranet & Internet, 
as well as the use of student-and staff-owned devices while on school premises. For example, personal 
3G connections fall under the SERSD acceptable use policy which covers appropriate use, both on and 
off the Southeastern network while on school grounds.   
  
Additionally, SERSD reserves the right to inspect any district-owned technological device at any time. 
This includes, but is not limited to school-issued laptops, and other handheld devices.   
  
Although the Southeastern Regional School District has taken precautions to restrict access to 
objectionable materials, it is impossible to completely supervise, monitor, and control access to all 
materials that may be unsuitable for students. That notwithstanding, SERSD believes that the benefits to 
students of access to the Internet exceed any disadvantages. Ultimately, however, parents and 
guardians of minors are responsible for setting and conveying the standards that their children should 
follow when using media and information sources.  Therefore, the Southeastern Regional School District 
is not responsible for students accessing material, which is in violation of the Acceptable Use Policy. The 
Southeastern Regional School District is not responsible for harm a student may cause to another person 
or organization because of defamatory statements made by a student. The Southeastern Regional 
School District reserves the right to review any personal files and e-mail accounts that have been 
accessed through the SERSD network. Additionally, it should be understood that routine maintenance 
and monitoring of the system may result in knowledge that an access regulation or law may have been 
violated. Students should have no expectation of privacy.   
  
Internet access is an instructional tool provided by the Southeastern Regional School District and is not 
the property of the students. Network access is a privilege not a right, which the school may provide to 
students and comes with certain responsibilities. A student’s access to the Internet may, therefore, be 
cancelled for abusing the privilege to use the Internet. In addition, abuse of Internet privileges will result 
in disciplinary action. Students may not use the Southeastern Regional School District Internet Access in 
any of the following ways:   

 Accessing or sending material which average person’s applying community standards would 
regard as pornographic, obscene, vulgar, threatening language, or sexually explicit. 

 Accessing or sending information about weapons, firearms, bombs, gang activity, etc. 
 Accessing or sending information about the illegal sale or use of drugs, alcohol, and tobacco 

products. 
 Accessing or sending information about breaking into computer systems. 
 Violating any local, state, or federal statute. 
 To vandalize, damage, or disable the property of another individual or organization 
 To access another individual’s materials, information, or files 
 To violate copyright or otherwise use the intellectual property of another individual or 

organization without permission. 
 
  



Acceptable Use Policy 
Southeastern Regional School District  

Technology Responsible Use Agreement 
 

Purpose 
 
The purpose of this policy is to set forth the guidelines and expectations for the responsible use 
of technology by students, staff and teachers in order to provide a safe, appropriate and 
effective learning environment for all at the Southeastern Regional School District. 
 
In order to achieve this purpose we understand that both the individuals using technology and 
the School have certain responsibilities. 
 
For the Individuals Using Technology 
 

1. We expect the exercise of personal integrity and responsibility. 
2. We expect students to master certain social-emotional skills in order to maintain ethical 

use of such technology. 
3. We expect students to avoid computer activities which interfere with the learning 

process. 
 
For the School 
 

1. Our goals are (a) to provide access to educational tools, resources, and communication 
and (b) to encourage innovation and collaboration. 

2. Our policies are intended to promote the most effective, safe, and productive 
instructionally sound uses of these tools. 

 
Expectations & Rules 
 
Responsible use of S.R.S.D.’s technology resources is ethical, respectful, academically honest 
and supportive of the school’s mission. Some activities are expressly prohibited by law; other 
activities are inappropriate as defined by the administration of the school. The following rules 
are intended to clarify expectations for conduct, but should not be construed as all-inclusive, as 
we cannot outline every possible permutation of student behavior with technology. We require 
students to use technology in accordance with general expectations for appropriate student 
behavior as outlined in this document and the honor code. 
 
Violating any portion of this agreement may result in disciplinary review, including possible 
suspension or expulsion from S.R.S.D. and/or legal action. S.R.S.D. will cooperate fully with law 
enforcement officials in any investigation related to any potentially illegal activities conducted 
through our network. The school reserves the right to apply disciplinary consequences for 
computer-related activities conducted off-campus if such activity adversely affects the safety or 
well-being of students or other members of our community or constitutes behavior embarrassing 
to the school. 
 
Online Behavior 
 

 I understand that as a member of the S.R.S.D. community, my actions could reflect on 
the school. In all of my online communication, I will be respectful and polite. This 



includes, but is not limited to: email, chat, instant-messaging, texting, gaming and social 
networking sites. 

 If I am uncertain whether a specific computer activity is permitted or appropriate, I will 
ask a teacher, administrator or the technology department before engaging in that 
activity. 
 

 
 
Privacy 

 
 I will not share any of my passwords with anyone or use anyone else’s passwords. If I 

become aware of another individual's password, I will inform that person or a member of 
the technology staff. 
 

 I will be ethical and respect the privacy of others throughout the S.R.S.D. network and 
internet and will not share or access others’ folders, files or data without authorization.  
 

 I understand that S.R.S.D. has the right to look at any data, email, logs or files that exist 
on the network or on individual computers without the prior consent of system users. In 
addition, S.R.S.D. reserves the right to view or remove any files on the network without 
prior notice to users. 
 

 I will not share or post online personally identifying information about any members of 
the S.R.S.D. community without permission (addresses, phone numbers, email 
addresses, photos, videos, etc.) 

 
 I will not make and/or post photo, audio or video recordings of another student, teacher 

or S.R.S.D. event without permission. 
 

Use of School Technology Resources 
 

 I will not play games, instant-message or access music or videos at school, unless it is  
part of the curriculum or is authorized by a teacher/division. 
 

 I will use the S.R.S.D. network space only for school-related activities. 
 

 I will not use my S.R.S.D. email account to send out mass unsolicited messages or to 
forward chain letters, joke collections or other objectionable materials. I will not use 
S.R.S.D. technology resources for commercial activity or to seek monetary gain. 
 

 I will not deliberately perform any act which will negatively impact the operation of 
anyone’s computers, printers or networks. 
 

 I will not use file-sharing or music downloading software such as Bit torrent or LimeWire 
while on the S.R.S.D. network. 
 

 I will make an effort to keep my computer free from viruses and other destructive 
materials. If my computer is accidentally infected, I will seek help from the technology 
department. 
 



 I will not store, transfer, or use software or settings for hacking, eavesdropping, network 
administration/monitoring or network security circumvention. 
 

 I will not install or boot to non-approved operating systems on S.R.S.D. computers. 
 

Cyber Bullying 
 

 Cyber Bullying is when the Internet, cell phones or other devices are used to send or 
post text or images intended to hurt or embarrass another person. 
 

 I will not intentionally hurt or embarrass another person or group with my technology use 
as described above. 

 I will notify a counselor, teacher, or technology department member immediately if I 
become aware of any behavior that may hurt or embarrass another person or group 
through the use of technology,  
 

Obscene or Inappropriate materials  
 

 I will not search for (or download) any material that is offensive, lewd, or pornographic.  
(Offensive material is pro-violence, hateful, discriminatory, or anti-social. An exception to 
this policy is granted for teacher-assigned research projects.) 
 

 If I mistakenly access inappropriate information, I will notify a teacher or staff person 
immediately. 
 

Copyright & Plagiarism 
 

 I will properly cite any resources that I use in my school-work. 
 

 I will not plagiarize from any sources. (Plagiarism is taking someone else’s writing, 
images or idea and presenting it as your own.) 
 

 Except for “educational fair use” as defined by a teacher, I will not copy, save, or 
redistribute copyrighted material (files, music, software, etc.)  Users should assume 
material is copyrighted unless it is stated clearly to the contrary. 
 

Personally Owned Computer Equipment & Devices 
 

 Equipment not approved by the technology department shall not be allowed to connect 
to the S.R.S.D. network. This includes, but is not limited to: cell phones, iPods, and non-
S.R.S.D.laptops/tablets. 
 

 Connecting to other networks while on campus is prohibited. This includes using cell 
phones to connect S.R.S.D. laptops/ tablets to the Internet (Hot Spots). 

 
Limitation of Liability 
 

S.R.S.D. takes precautions to restrict access to objectionable material online, but it is not 
possible to have full control over access to resources and materials on the internet. S.R.S.D. 
reserves the right to block content that negatively impacts the academic performance of 



students. S.R.S.D. cannot guarantee that network services will be without error. The school 
will not be responsible for any lost data or interrupted service caused by malfunction, 
negligence, or omission. S.R.S.D. is not responsible for the accuracy or quality of 
information obtained through the network. The school will not be responsible for financial 
obligations arising from unauthorized use of the network. 

 
Please note: 

Any concerns regarding student or faculty use of technology may be confidentially reported 
to the Director of Educational Technology in addition to the resources mentioned above. 
 

  



Chromebook Agreement 
Southeastern Regional School District Student Laptop/Chromebook Agreement 

 
By accepting a Chromebook you and your parent/guardian agree to the following: 

 
Personal Responsibilities 

 I/We understand that the laptop and its accessory equipment are the property of the Southeastern 
Regional School District. 

 I/We understand that the student, with the support of the parent, is responsible for the daily care 
and maintenance of the laptop. 

 I/We understand and agree to abide by the Technology Responsible Use Agreement.  Failure to 
abide by this policy will result in disciplinary action. 

 I/We understand that I/we must report all laptop damages, or the theft/loss of the laptop, to the 
technology department at school. 

 I/We understand that the laptop will be returned at the end of each school year for annual 
upgrades and maintenance. 

 I/We understand that the laptop must be in its case when being transported as reasonable 
precaution against damage, theft or loss. 

 I/We understand that I/we will be responsible for all repair/replacement charges associated with 
laptop damages caused intentionally.  Costs will be set by repair professionals authorized to act in 
such capacity as part of the agreement between the school district and the manufacturer. 

 I/We understand that, unless instructed otherwise by a teacher, all students must have their laptop 
computer with them each day for every class. 

 
Insurance Coverage 

 I/We understand that each laptop includes insurance coverage for accidental damage, theft, and/or 
catastrophic loss.  I will be responsible for the annual premium payment.  For the current school 
year, this premium payment will be $35.00 per laptop.  This will cover the total replacement of 
the laptop only once during the school year.  Any additional replacement costs will be the 
responsibility of the student/parent. 
 

Accidental Damage Protection (ADP) 
 

 I/We understand that each laptop includes accidental damage coverage. I/We understand that in 
order to receive ADP coverage, damages must result from an accident.  Details of the accident 
must be submitted with every accidental damage claim. 

 I/We understand that if, after review by administration or behavior management staff, it is 
determined that the student did not exercise proper care and/or take appropriate precautions and 
this behavior resulted in damage to the laptop, the cost of the repair will not be covered by 
insurance and will be the responsibility of the student/parent. 

 I/We understand that in the event there are 2 or more accidents, the insurance will only cover 
50% of the repair cost for that broken component. 

 
Theft/Loss Coverage 
 

 I/We understand that in the event my laptop is stolen, I/we must contact the school administration 
immediately.  I/We understand that a police report must also be filed or verbally reported to the 
SERSD school resource officer. 

 



 
Employee Technology Policies listed in Employee Handbook: 
 
401.1 Technology Acceptable Use Policy  

 

These procedures are applicable to all employee use of Network and Internet systems while using school 
district property at any location or during school activities at any location. 
 
All use of educational technology must be in support of education and research and be consistent with 
the mission of the district. In addition, educational technology may only be used in a manner consistent 
with federal and state law, license agreements and district policy. 
 
Access 
Network and Internet access is a privilege which requires a high level of personal responsibility and may 
be denied due to inappropriate use. Inappropriate use shall include but not be limited to: 

 

1. Using the district system for commercial and/or personal or political purposes. 
2. Using the system to transmit inaccurate information. 

3. Using the system to send, receive or view objectionable material. 
Damaging the security system. 

4. Using another individual's system account. 

5. Forging or attempting to forge electronic mail messages. 

6. Attempting to read, delete, copy or modify electronic mail of other system users. 

7. Attempting to read, delete, copy or modify other user’s files. 

8. Downloading of any executable files. 

9. Vandalizing the system. 

10. Violating the copyright laws. 

11. Failing to follow network etiquette procedures. 

12. Submitting false or misleading information to obtain or retain access to the system. 

13. Accessing the system in any manner inconsistent with the mission of the school district. 

14. Interfering with official school district communications. 

15. Uploading of any music files or video files to the networks that are not part of an educational 
assignment. 
 
The network administrators may withdraw access at any time as required. The administration may 
request the network administrator to deny, revoke or suspend specific system user access. 

Security and Usage Guidelines 

Appropriate language will be used in electronic mail and other electronic communications. System users 
will be respectful of others' opinions. 



 
System users will not seek information on, obtain copies of, or modify files, other data, or passwords 
belonging to other system users, or misrepresent other system users, or attempt to gain unauthorized 
access to the system. 
 
Communications may not be encrypted so as to avoid security review. 
 
System users are expected to exercise caution and good judgment when communicating confidential or 
sensitive information.  
 
All Internet account holders are responsible for notifying a system administrator or school administrator 
promptly upon discovery of any suspected security breach. 
  
The district unconditionally reserves the right for authorized personnel to review system use and file 
content. The district reserves the right to remove a system user account on the system or to disconnect 
any system user to prevent unauthorized activity. 
 
Copyright 
 
One of the most important issues to be addressed and taught to students is the issue of copyright and the 
related areas of trademark and licensing. 
System users may download material for their own use in accordance with applicable copyright laws, 
district policy and administrative regulations. 

  

The Fair Use Doctrine allows an individual to reproduce portions of copyrighted work for non-commercial 
purposes in some instances. 

 

Reproduction beyond fair use requires the permission of the copyright holder or authorized person. The 
permission must be specified in the document or must be obtained directly from the author in accordance 
with applicable copyright laws, district policy, and administrative regulations. Violations of copyright law 
could lead to civil liability with significant penalties. 
 
Liability 
 
Access by the district to the system will be through the establishment of individual accounts. The use of 
the accounts constitutes acceptance of the account and agreement by the system user to abide by the 
rules of conduct and to assume responsibility for the content of that account. 
 
The district does not warrant that the functions and services performed by or the information or software 
contained in the educational technology resources will meet the system user's requirements or that the 
system will be uninterrupted or error-free, or that defects will be corrected. The district's system is 
provided on an "as is, as available" basis. The district does not make any warranties, whether expressed 
or implied including, without limitation, those of merchantability and fitness for a particular purpose with 
respect to any services provided by the system and any information or software contained therein. 

 



======== 

401.2 Social Media Acceptable Use Policy  

 

Social media, for purposes of this policy, is broadly defined to include all online, electronic, or 
computerized means of communication. Given the rapid pace of technological change, it is not possible to 
identify all proprietary or commonly named or identified means of such communication, but common 
examples include: 

  

 Social networking websites, e.g., Facebook, Twitter, Instagram, Pinterest, and other similar sites 
 Web logs or blogs 
 Online chatrooms or bulletin boards 
 Video-sharing websites, e.g., YouTube 
 Smartphone applications 
 Text messaging  
 Email  

 

Due to the nature of social networking, there exists a risk, without care and planning, that the lines 
between one’s professional life and personal life will be blurred. Staff members should always be mindful 
of how they present themselves to the world, online and otherwise. With these concerns in mind, the 
Southeastern Regional School District has instituted this policy and expectations for staff use of social 
media.   
 
1. Before establishing any social networking account, staff should familiarize themselves with the features 
of the social networking site(s) they choose to use. For example, Facebook requires account holders to 
take specific steps to maintain the privacy of information they place online. Staff must educate 
themselves regarding these privacy features and are responsible for any information intended to be 
“private” that becomes “public” due to ignorance of privacy features or failure to use those features 
properly.   
 
2. Staff are cautioned that any information shared privately with a recipient could be re-distributed by that 
recipient without the sender’s knowledge or consent. The same principles that apply to in-person 
communications should be applied to online conversations: use discretion, and do not place trust in 
individuals who have not proven themselves trustworthy. In reality, nothing posted online is ever truly 
“private.” 
 
3. The school district expects employees to keep the line between one’s professional life and personal life 
clearly drawn at all times. In the use of a Facebook account or other social networking site, one should 
not, without express permission from the superintendent of schools, use the school’s logo, likeness, or 
any school photographs or other property that belongs to the school. 
 
4. This policy is not intended to infringe upon a staff member’s right to speak on matters of public 
concern, or to communicate with coworkers regarding workplace issues, so long as such communication 
adheres to appropriate time, place, and manner restrictions and does not interfere with the performance 



of job duties. The use of one communication tool over another does not change the employee’s 
obligations.  

  

Communication with Students 

  

1. Staff are encouraged to communicate with students and parents on educational matters only through 
school-based resources, such as school-provided email or web portal accounts. Such on-line messages 
are subject to the same standards of courtesy and professionalism that are used in other forms of 
communication. Use of one’s personal email account, social networking account, home telephone, and 
personal cellphone to discuss school business with students or parents is discouraged. The district 
recognizes that, in limited cases, use of text messages, cell phone calls or emails outside of regular 
school hours may be reasonably necessary. For example, in connection with school sponsored events for 
which staff serve as duly appointed advisors, they may need to convey messages in a timely manner to 
students and may not have access to their school-based email accounts, telephones, or web pages. In 
such limited circumstances, the district anticipates that staff will make reasonable use of their cellphones 
to convey time sensitive information on scheduling issues and the like.  

 

2. Emails or online communications from a private account should be forwarded to one’s school-based 
email account so they can be properly retained and archived in compliance with the provisions of the 
public records law. Any document created or received by a staff member in his or her capacity as a 
school employee is subject to retention, and perhaps disclosure, under the public records law, and using 
a personal email address or social media account does not shield information from those requirements.   
 
3. Staff must avoid any online or electronic communication with students, whether initiated by the staff 
member or by a student, that is or may be perceived as a violation of appropriate boundaries.  
 
4. Communications with students, even if one does not use school resources for such communications, 
are within the jurisdiction of the school district as they arise out of one’s position as an employee. Even if 
one is not using a school telephone, computer, classroom or the like to engage in contact with a student, 
that contact is not outside of the school district’s authority to take appropriate disciplinary action. If one’s 
behavior is inappropriate, undermines one’s authority to instruct or maintain control and discipline with 
students, compromises one’s objectivity, or harms students, the school district reserves the right to 
impose discipline for such behavior. A staff member may also face individual liability for inappropriate 
online communications with students and/or parents and guardians, as well as exposing the district to 
vicarious liability in certain instances.  
 
5. As noted in the Acceptable Use Agreement, school technology resources are to be used only for their 
intended educational use.  

 

  



Using Social Media for Educational Matters 

  

1. Instructional staff who wish to establish a social media account through which they will communicate 
with students must establish a professional social media identity that is wholly separate from their 
personal social media accounts. The employee’s immediate supervisor must be established as a co-
administrator on any social media account through which the employee will communicate with students. 
The educational social medial account must be used only to communicate with students, parents, and/or 
guardians on issues directly related to education. “Friends,” “followers,” or “subscribers” to the educational 
social media account should be restricted to members of the Southeastern community, e.g., 
administrators, teachers, students, and parents or guardians of those students.   
 
2. At all times, and in the use of any form of communications, staff members will always adhere to student 
privacy rights and the rights of employees to have their personnel and medical information kept 
confidential. Information that is protect by law from disclosure to third parties will not be communicated 
online in a way that unreasonably exposes such information to retrieval by third parties.  

 

======== 

  


